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GROOMING



An adult person who, by means of information and communication 

technologies, offers a meeting to a minor under the age of sixteen 

years of age with the intention of committing an offence referred to in 

this chapter or in Chapters VI and VII of this Title, shall be punished by 

imprisonment from one year to five years, if the proposal was 

followed by material acts leading to the said meeting.

Definition of Grooming – Belgian LegislationDefinition of Grooming – Belgian Legislation



Techniques used to hunt for victims:

1. Winning trust and influencing with the intent to extort

victims

2. Direct (targeting children) online has a variety of 

MO’s:

o (Online) grooming

o Sextortion

o Revenge porn

o And More

Grooming is the Hunt for VictimsGrooming is the Hunt for Victims



Hunt for Victims – Exchange of ExpertiseHunt for Victims – Exchange of Expertise

1. Surface & darkweb are used to exchange expertise on child sexual abuse (CSA)

2. Specific online CSA platforms are used for this exchange

3. Expertise exchanges relates to:

o Search for victims

o How to approach victims

o Manipulation of victims

o How to sexually abuse

o Medical information

o (i,e,. anatomy, infections, std’s)

o Lessons learned

o Digital platforms where CSAM is available

o Online LEA actions

o Legislation

o Prosecution policy

o Anonymous use of the Internet



Examples of exchanged (online) manualsExamples of exchanged (online) manuals



Examples of exchanged (online) Wiki’sExamples of exchanged (online) Wiki’s



Examples of sexual offender (paedo) 
communities

Examples of sexual offender (paedo) 
communities



Victim AwarenessVictim Awareness

1. Victims are NOT ALWAYS aware that they are victims... 

2. Perpetrator may also act covertly....

‘Cappers’ 

(secretly recorded content): 

• Recording of sexual acts performed 
by victim (sexting, grooming, 
hacking, etc) 

• Examples: screenshot, screen 
recording

• Victim is not told that images are 
being recorded = unaware

Objective:

• Capture images

• Build up a collection

• Use collection:

• Personal use

• Exchange with online 
community

Experience shared online:

• Exchanging tips & tricks on online 
forums

• Compiling manuals

• Use of "decoy videos” - How to 
make victims believe they are 
chatting with a 'friend



Perpetrator MOsPerpetrator MOs

1. Even (years) after the sexual abuse, paedo-sexual perpetrators keep looking for victims

• Searching for press articles,

• Social media screening,

• Screening of instant messaging platforms

2. This results in continuous victimisation!!



Challenges & ResponseChallenges & Response

Challenge Response

How do you detect grooming?

Privacy Discussion

Cooperation LEA – Non LEA - Industry

• Clear and uniform legislation

• Rules set by the legal authorities

• Restore balance between right to privacy & crime fighting

Protection of the (potential) victim
• Before: Prevention through awareness

• After: appropriate support & safe environment

Raising awareness of potential victims Determining the right channel, method, message and 
desired response is essential 



THANK YOU
yves.goethals@police.belgium.eu



Questions & Answers

All questions can be submitted via the Q&A 

function.


